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Getting Started

This ALICE Aware Quick Start Guide will assist you with first-time configuration and will guide you to other pages which
will help to familiarize you with the basic features of Alice Aware.

Download Alice Aware (IP Camera Software) from here: http://files.alicereceptionist.com/arip4-0/ALICEAware.exe

To configure the ALICE IP Camera with the ALICE Aware software, follow these instructions:

ALICE Aware Overview

When you start Alice Aware for the first time, here's what you'll see:
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Empty list.
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Friday, 19 February 2016
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Double-click for timeline playback Clips: 0 files, 0K/30.0G CPU 11%

At the top is the toolbar which contains several command buttons.

‘_?A\LICE‘

RECEPTIONIST

At the bottom is the status bar.

Click the '?' icon for help Clips: 14 files, 1.68G/30.0G CPU 21%
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As you move the cursor over command buttons and other areas of the Alice Aware window, you will see that
the status bar is updated with descriptive text. On the far right of the status bar you will notice several grey
icons. These icons "light up" as Alice Aware performs various functions.

The black window on the right is called the "clip list."
" (0) X

4" DR = © X

Empty list.

As Alice Aware creates images and movies, "thumbnail" images along with dates and times will appear on this
list.
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The area to the left of the clip list will be filled with "live" views from your camera or cameras.

The following steps will assist you in configuring ALICE Aware in order to begin monitoring your Lobby:

Step 1 - FINDING your CAMERA. Attach your camera to your computer and install its driver software
according to the manufacturer's installation instructions; if you have a network camera, attach it to your
network via Ethernet cable, or make sure it works with your wireless router. Be sure you know it’s internal IP
address and can access it in a browser. Now, click on the webcam icon or the + button at the top/right of the
cameras window.

ad
| - N LICE"
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Empty list.
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A Camera Properties window will appear.

New camera I l J

I . I P I L f I

etwork [P camera configuration l —

Address

http:// Leave blank to search for cameras on LAN

User admin Password — Fkees [ https (JPEG only!)

Make lGeneric - Media/video/RTSP port 554 =
Maodel IRTSP H.264/MIPG/MPEG4 - Discovery port 8999
Video Network options
path / Receive buffer (MB) 3.0 =
Params [[]Use RTP/UDP ports: 7000 =
Camera 1 = [¥]Send RTSP keep-alives
Use RTSP/stream timecode
Audio [C]skip initial HTTP DNS and reachability tests
Path [Tl Framerate limiting compatibility mode
Format | 16-bit PCM v] [C1JPEG decoder compatibility mode
[“] setup RTSP back-channel for talk support (PCM-U format) Hardware decoding:
Click Cancel for USB or analog source l oK l [ Cancel l l Help l

Step 2 - CONNECTING your CAMERA. Copy and paste a working URL for your camera from a browser
address bar. Change the user/password from the default admin/admin if necessary. Press the Find/Inspect
button.

o
—— ——

Metwork IP camera configuration

Address
(o, Wl172.18.1.177:88 Leave blank to search for cameras on LAN
e —

User admin Passworct >D https (JPEG only!) "
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Some cameras may be automatically configured with the Find/Inspect button.

Inspecting ...

(oS

Opening port 88...
HTTP request...

OK

HTTP 404

Opening port 8999...
HTTP 12029

Done

Checking for common cameras...
Foscam FI86xx/98xx compatible?
Foscam FI89xx compatible?

Foscam FI19821 V2 compatible?

Foscam FI9821 V2 compatible detected!

Close

If your model is not found, search for your make/model on the list. If not listed, you can try a similar model, or
select one of the generic methods at the top of the list if you know the video stream path.

. .
Network IP camera configuration

Address
http:// 172.18.1.177:88

User admin

Password

FTD
Video FUHC?
Fullview
Path Gadspot
Ganz
Params Geeya

Camera Generic
Genius

GenlV
Audio Genrui
path Geovision
GERP
Format Geutebrck
Ginotek
Globeteck
g01984
Going
Golbong
Gotake
ﬁ&andstream
Grandtec
Granvista
GT-NC-160
GV
GW Security
GWSECU
Hama
Hawking
HEDEN

Click Cancel

[um

Make |Foscam -
Model * Y26/28/31735/990% -

I

Ik support (PCM-U format)

[[ hitps (JPEG only!)

Leave blank to search for cameras on LAN

Media/video/RTSP port 554

Discovery port 8939

Network options
Receive buffer (MB) 3.0
Use RTR/UDP ports: 7000
[7]Send RTSP keep-alives
Use RTSP/stream timecode
["Iskip initial HTTP DNS and reachability tests
["| Framerate limiting compatibility mode

[T]JPEG decoder compatibility mode

Hardware decoding: |Default -

] [ [

)

You may email Alice Aware support if you require assistance with this step. For a USB, Firewire or Analog
camera, click Cancel and then select your camera's name in the device selection box, and click Ok. If the list is
empty, be sure that you have installed the camera correctly, cancel the window, and return to step 1. Once
the camera is created, you may return to the camera properties window later by again right-clicking the live
camera image, or by clicking the webcam icon.
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Step 3 - Viewing LIVE Video. Live video should now be displayed. If an error appears instead, verify that
your camera is properly connected, and that no other camera software is running. For a network camera,
Alice Aware must have access through any Windows firewall and ALICEAware.exe should exempted from any
Network/Web scanning by antivirus software--this software often filters out non-HTTP traffic and may
attempt to cache the video stream. These topics are discussed on the network configuration and
troubleshooting page. You may also try rebooting your computer. You may return to the Camera Properties
window by clicking the webcam icon.

ap ™ DI 0 X

Empty list.

2/22/2

Friday, 19 February 2016
4a 5a 6a

Click the '?' icon for help Clips: 0 files, 0K/30.0G
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Step 4 - Enabling Motion Detection. Open the Camera Properties window by clicking on the webcam
icon. Click on the Motion/Trigger page. Click to check "Enable motion sensor." Click Ok to close the window.

Mew camera ‘ # x
| Alerts Schedule | pTZ/Control Watchdog
General Video Audio Motion/Trigger Record Post Webcast

Motion senso
Enable

Min. object size

More <--- Sensitivity ---> Less

8
g

550

Min. contrast

Min. duration 1.0 ~ sec. (MAKE time)
[V| Object detection [CIHigh definition

Sense

Mlotion
Trigger

[ Black & white
[¥] cancel shadows

| Do not highlight motion -

[| restore/focus app window

End trigger unless re-triggered within  10.0

[C] Trigger with DIO input bits | 1

(| Trigger using camera's digital input or motion

[Tl Use mask and hot spot Edit...
When triggered
|:|Trig,ger camera groups Select... [[ move to preset

[7] Enable Flash/WM webcasting
sec. (BREAK time)

1

Trigger now

‘oh ‘ Cancel ‘ ‘ Help
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Step 5 - Recording Motion. By default, Alice Aware will record a video when motion is sensed. Try
waving your hand in front of the camera. You will see a Clip created in the Clip List. Alice Aware will continue
to record for several seconds once the motion stops. When recording stops, the Clip in the Clip List will now
show a "thumbnail" image.

P

«WALICE
AECEPTIONIST
+ 1 (2)
Wintech Front Lobby (WINTECH LOBBY) /ol aD \. i Q %
i — L2 3

“amp
NTECH_LOBBY L D)

\
4

i
"\ll ‘U . ;\‘

Monday, 22 February 2016
3a 4a S5a 6a

Click the '?' icon for help Clips: 1 files, 3.3
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Step 6 - Reviewing Video CLIPS. Double-click on the thumbnail image in the Clip List to open the Clip in
the Clip Viewer. Use the various clip viewer tools to playback the movie. Close the clip viewer by clicking on
the live camera image, or clicking the "X" box at the top-right corner of the viewer.

«WALICE"
RECEPTIONIST

@ X
Ay TR =0 X
]

WINTECH_LOBBY ‘0
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Monday, 22 February 2016
Ba 4a 5a 6a

Double-click for clip playback Clips: 1 files, 3.32M/30.0G
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Step 7 - Fine Tuning Motion Detection and Recording Properties. Return to the Trigger profiles
page to adjust the sensitivity as necessary. Visit the Camera Properties Record page to change recording
properties as necessary.

Wintech Front Lo Wintech Front Lol

I | Alerts [ Schedule [ PTZ/Control [ Watchdog | | | Alerts [ Schedule [ PTZ/C [ Watchdog |
General | video I Audio | Motion/Trigger | Record I Post | Webcast ‘ ‘ General | video | Audio | Motion/Trigger { Record Post Webcast

|| oone R - rose | [ opripesesost | e DS - [on | e [ Confpemesnl |

Motion sensor [¥] video [When triggered '] 10:00 ~ | min. for | 5.0 | sec.
[¥IEnable ore <--- Sensitivity ---> Less Sense Folder: | New - | | &CAM.%Y%m%d_%H%M%S [¥] Use default
Min. obj {} - )
[[1JPEG snapshot each (mm:ss) 10:00 = Only when triggered
Folder: &CAM.%Y%6mY%d_%Ho%M%S [7] Use default
Min. duration 1.0 * sec. (MAKE time} [ Black & white & [¥] Create Alert list images when triggered ["I store alerts as hi-res files

7] Object detection Edit [CTHigh definition 7] Cancel shadows [lQueue new clips for backup Protect {read-only):
[[use mask and hot spot Edit... Do not highlight motion -

Options
‘When tri d =
°n triggere [¥] pre-trigger video buffer (frames) 0 - (will impact performance)
[Tl Trigger camera groups Select... [ZIMove to preset 1 ﬁ
£ group s [ Alt/timelapse framerate: 1000000 [10.00 fps]
Restore/focus app window [ Enable Flash/WM webcasting = = =
[¥] Combine or cut video each: 8 = hr(s) 0 = min(s) 4.0 =GB
trigger unless re-triggered within ~ 10.0 | sec. (BREAK time)
[[] Cut video when motion sensor is triggered
10 input bits 1 JPEG quality (%): 50 = [ Video file format and compression... I
P =
[ZI Trigger using cam jgital input or motion
oK ] l Cancel ] [ Help I [ Ok J [ Cancel ] [ Help ]

Step 8 - Setting ALERTS. Visit the Alerts page to have Alice Aware sound an alarm, send an email, or alert
you in some other way that motion is occurring.

Wintech Front Lobby

| Video | Audio | Maotion/Trigger | Record | Post | Webcast
Alerts | Schedule | PTZ/Control | ‘Watchdog

Fire when: [Thiscamera is triggered '] [C] also re-triggers
By: [¥|Motion [¥] Audio ¥ pio [¥] Group [¥|External
Timers
[C] Allow disarm time by delaying alerts o = s
[] Wait until triggered at least 1 * | times within 1 “le
Actions
[Z150und an alarm using PC or camera speakers
[] send a push notification to mabile app
[7]Run a program or execute a script
[ Request from a web service
[[15end an SMS text message
[C15end an email message
[C]Make a phone call with telephony madem
[ set digital output bits (1+2+4+8) 1 Camera DIO
OK ] [ Cancel ] I Help I
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Step 9 - SIMPLIFYING your ALICE Aware window. To minimize the amount of buttons and controls
that are displayed on the ALICE Aware window, Right-mouse click anywhere on the camera feed and UN-check
the Show timeline view and the Show PTZ controls options. To hide the Video VLIPS window on the right side
of the screen, Click on the X icon in the upper-right —hand corner of the CLIPS window.

A

Camera properties...
Play live audio
Disable

Pause

Restart camera

Aspect lock
Layout

Prioritize selected camera
Auto-cycle selected camera
Hide disabled cameras

Show hidden cameras

e view
Z controls

Snapshot

Trigger now

Queue JPEG post now

Start manual video recording

Add new camera

Delete camera

PTZ/control

Hardware property pages...

2/22/201k

Your ALICE Aware system is now configured and ready to begin 24/7 monitoring of your lobby.
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ADDENDUM: Determining the IP Address

You can determine the IP Address for the ALICE AWARE IP Camera on a LAN can be done using the DOS command: ARP
as well as a freeware software package called: Angry IP Scanner

ARP

In order to determine the IP address of the FOSCAM camera, you must first know the MAC address which is listed on the
sticker on the bottom of the camera.

(Note that there is a Wireless MAC address and a Wired MAC address. Be sure you look for the correct one.)
This is the DOS command that will allow you to determine the IP address of the camera by first locating the

MAC address in the following output.

Arp -a > temp.txt & sort /+25 temp.txt /o tempSORTED.txt & more tempSORTED.txt

This DOS command gets the ARP listing, sorts it and displays it on the screen in page or line increments

so you can see the E8:AB:F?:??:??:?? MAC addresses that the FOSCAM cameras use.

ANGRY IP SCANNER

Using AngrylPScanner (http://angryip.org/download/#windows),

we can add the MAC Address and MAC Vendor filters to the IP scan and then find the camera buy it's MAC address
if we already know the MAC address.

See below:
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(O IP Range - Angry IP Scanner
Scan Goto Commands Favorites Tools Help

b IPRange 1721810 to 172181255
Hostname:  Frank-XPS | &r | Netmask
P Ping Hostname
@©172181180 1ms [n/a] [n/s)

_ .172 181181 Oms {n/a) [n/s] Here you can select fetchers Yor scanning. Fetchers are r ed by
@172181.105 Oms  ALICE_NFR_0001 [n/s) RO

W ‘17 2181154 0ms ALICEHP2300 [n/s] Selected fetchers Available fetchers
@17218115 0ms NPI283247 [n/s] Ping T
@172181162 Oms  Alice_nfr.0002 [n/s] | :,‘”‘"‘"“ 3’:;’;‘1"°:“

N @©172181.200 Oms  stephaniepamyaislocal [n/s) pees T s
@172181178 dms  TlLab-pcdl (/) mm
@17218112 9%ms  (n/a) [n/s) Info

| @172181.164 B¥ms () (n/s) sl
@172181.109 0ms [n/a] [n/s) s
@172181111 1ms [n/a] [n/s]

@®172181113 Oms [n/a] [n/s]
l @®172181116 0ms {n/a) [nfs)
M :172434.119 Oms  [n/a) [n/s)
172181131 0 ms [n/a) [n/s) (‘
@172181170 oms  [n/e) [n/s) -ﬂ!
@172181176 [n/a] .

Then Sort by Mac address or Mac Vendor to find the FOSCAM cameras.

See below:

1. click
2 Select

4

&2 IP Range - Angry IP Scanner
Scan Goto Commands Favorites Tools Help

IPRange: 1721810 to 172181255 *
Hostname: Frank-XPS (8] Netmask ~ &

P Ping Hostname Pots[0+]  LMAC Add'ev—r‘ A ~aCVandar |
@172181.180 ims  [wa) {ns) 00:08:82:51:4 LDy MAC Sddiesy
@172181181 0ms [n/a] [n/s) 00:08:82:49:5 MAC Address preferences...
@172181105 Oms  ALICE_NFR 0001 [nvs) C8:CBB30D  About MAC Address

@172181154 Oms  ALICEHP8300 /) 9C:BEQY:F4:CEIT HewetP
@17218115% Oms  NPI88247 [n/s] 00:1F:29:28:82:47 HewlettP
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The Foscam cameras in these examples have MAC addresses in the same range (E8:AB:FA:XX:XX:XX).

Also, the MAC Vendor always appears to be “ShenZhen’

Therefore, using this tool and method, we should be able to find them pretty easily on a customer’s LAN.

See below:

43 P Range - Angry P Scamner + *

Scan Goto Commands Favontes Tools Help —

IP Range: 1721810 to 172.181.255 R
Hostname: Frank-XPS (8P| Nemask ~ &

4

P Ping Hostname Ports [0+]
@172181184 1ms KenBrand-PC [n/s)
@172181197 1ms PatrickDiab-PC [n/s]
@172181.102 1ms JeremyWoertink [n/s)
@172181138 Oms Frank-XPS.aisJocal [n/s)
@172181151 137ms  [n/a) [n/s)
@172180a7 1ms [n/a) [n/s}
@172181.105 Oms ALICE_NFR_0001 [n/s)
@®172181162 1ms Alice_nfr_0002 [n/s]
@172181242 1ms WinTech-OLEA {nvs)
@172181158 1ms ALICE-NFR-05 [n/s)
@1721811% 1ms ALICEHP3300 [n/s)
@172181.200 1ms stephanieparry.aislocal  [n/s}
@172181064 0ms  [n/al (sl
@1721812 Oms [n/a) [n/s)
@17:218122 1ms ALICE_NFR_00 [n/s)
@172181117 Oms OlesKiosk [n/s]
@172181208 1ms Frontiobby-new [n/s]
@172181127 0Oms AIS-PC-025 [nvs)
@17218100 0ms wintech-nasl.aislocal  [n/s)
@17218112 1¥ms  [n/a) [nvs)
@®1721811 0Oms {n/a] [n/s)

The illustration above shows two FOSCAM IP Cameras on our network.

MAC Address
FCAD:D4:D3:E7:40
F8:8C:12:5A:59:11
F8.:BC125A:5497
F8:81:56:80:D4:46
ESABFAGE2AAZ
ES:ABFADCA2E6
C8:CB:B8:00:27:5F
C8:CB:88:00:14:50
C0:3F:05:73:08:F1
C0:3F:05:73:0A:76
9CBESS:F4:C8:01
SCBEISF31THA
90:86:86:A9:D0-A7
78:24:AF:30:B6:F8
T4:27:EAED:BCOF
T4:27:EAE04C:5D
T4:27:EAED49:1F
T4:27:EAAL9EBA
4C:E6:76:C5:.CF:BE
108940654062
18:81:69:04:85:1C

Filtered Ports...

[n/a]
[n/a)
[n/a]
n/a]
[n/a]
[n/a]
[n/a]
[n/a]
[n/a]
[n/a]
[n/a]
[n/a]
[n/a]
[n/a]
[n/a]
[n/a]
[n/a]
[n/a]
[n/a]
[n/a]
[n/a]

Shenzhen
Hewlett?
Hewlett?
Elitegro
Elitegro
HewlettP
Hewlett?
MurataMa
AsustekC
Elitegro
Elitegro
Elitegro
Elitegro
Buffalol
MurataMa
Sonicwal
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